Abstract-In this paper, we study the anonymous cardinality estimation problem in radio frequency identification (RFID) systems. To preserve privacy and anonymity, each tag only transmits a portion of its ID to the reader when it is being queried. To achieve complete system coverage and increase the accuracy of measurement, multiple readers with overlapping interrogation zones are deployed. The cardinality estimation problem is to estimate the total number of tags (or the tag population) in an RFID system. We first propose an exclusive estimator to estimate the number of tags that are exclusively located in the interrogation zone of a selected reader. We then present a multiple-reader tag estimation (MRTE) algorithm that can accurately estimate the tag population using the measurement from different readers and the exclusive estimator. The accuracy of our proposed algorithm and the approximation are validated via simulations. We compare our proposed MRTE algorithm with the enhanced zero-based (EZB) and maximum a posteriori tag estimation (MPTE) algorithms. Although the mean of the estimation error for all three algorithms approaches zero under certain circumstances, the variance of the estimation error for MRTE algorithm increases linearly with the number of readers while it increases exponentially for EZB and MPTE algorithms.
I. INTRODUCTION Radio frequency identification (RFID) systems are increasingly being deployed as automated identification systems. These systems are expected to play an important role in various applications such as warehouse and supply chain management, object tracking, patients' monitoring in health care facilities, and security applications. An RFID system consists of a set of readers and several objects, with each object equipped with a small and inexpensive computer chip, called tag. Using these inexpensive tags, every object can be uniquely identified among thousands of objects in an RFID system. Each reader is responsible for interrogation of the tags within its interrogation zone. Since the interrogation range of each reader is limited, several readers are required to fully cover the entire system.
In an RFID system, since the readers and tags share a common wireless channel, tag-to-tag, reader-to tag, and reader-to-reader collisions may occur during an interrogation process. Several anti-collision interrogation techniques have been proposed in the literature [1] [2] [3] [4] [5] [6] [7] . A framed-slotted ALOHA-based tag anti-collision scheme has also been recently standardized by EPCglobal in [8] , which allows each tag to randomly select a time slot and transmit its ID.
In order to preserve privacy and anonymity of the tag users, it may not be necessary to identify each individual user in some RFID applications. Instead, the goal is to estimate the total number of tags (or users) in the system. This is called the cardinality estimation (or tag population) problem in RFID system. In [9] , Kodialam et al. proposed zerobased and collision-based tag estimation techniques using a framed-slotted ALOHA model with a single reader. In [10] , they extended their work by introducing enhanced-zero based (EZB) estimator which is an asymptotically unbiased estimator. They showed that the EZB algorithm can also be used for RFID systems with multiple readers. In [11] , Chen proposed the maximum a posteriori tag estimation (MPTE) technique. Given the number of empty slots and slots with single and collision transmissions in a framed-slotted ALOHA model, the number of tags is estimated as the value which maximizes the a posteriori probability. Other tag estimation techniques have also been proposed in the literature for RFID systems with a single reader [12] , [13] .
For large scale RFID systems, it is necessary to deploy multiple readers with overlapped interrogation zones in order to fully cover the area and achieve a high accuracy in the estimation. Consequently, a tag can be within the interrogation zone of several readers simultaneously. For tracking applications which require privacy and anonymity of the users, each tag only transmits a portion of its ID to the reader when it is being queried. Thus, readers cannot identify uniquely the individual tags. It is a challenge to estimate the number of tags which are within the interrogation zones of multiple readers.
In this paper, we study the anonymous cardinality estimation problem in an RFID system with multiple readers having overlapping interrogation zones. The contributions are as follows:
• We first propose an exclusive estimator to estimate the number of tags which are only within the interrogation zone of a chosen reader, but not its neighboring readers.
• We propose a multiple-reader tag estimation (MRTE) algorithm which can accurately estimate the tag population using the measurement from different readers and the exclusive estimator. We show that the probability density function (pdf) of the estimation error can be approximated as a normal distribution with zero mean. The accuracy of our proposed algorithm and the approximation is validated via simulations.
• We compare our proposed MRTE algorithm with EZB [10] and MPTE [11] algorithms. Although all three algorithms have a zero mean in estimation error, the variance of the estimation error for MRTE algorithm only increases linearly with the number of readers while it increases exponentially for EZB and MPTE algorithms.
propose an exclusive estimator. Then, we propose an MTRE algorithm to estimate the total number of tags in the RFID system and derive the estimation error. Performance evaluation and comparison are presented in Section IV. Conclusions are given in Section V.
II. SYSTEM MODEL

A. Notations and Model
Consider an RFID system with multiple readers having overlapping interrogation zones. In the interrogation process, each reader broadcasts a query message which includes the information such as the frame size f , persistent probability p, and random seed q. All tags use the p-persistent framed-slotted ALOHA medium access control (MAC) protocol to access the channel. Each tag decides whether or not to transmit in the current frame based on the persistent probability p. If a tag decides to transmit, it selects a time slot which is based on a uniform distribution related to its ID, the probability p, and seed q. Note that given the specific values of the random seed q and persistent probability p, the tag selects exactly the same slot in a frame of size f , regardless of how many times it has received the query message. To preserve the anonymity and privacy of the user, each tag only transmits part of its ID to the reader in the reply message. Slot synchronization is performed by the reader's query message. All readers use the same seed q, probability p, and frame size f for each interrogation. The interrogation process of different readers needs not be synchronous. The neighboring readers use time division multiple access (TDMA) technique to prevent readerto-reader collision during the interrogation process.
Let R denote the set of readers in the system. Let T r denote the set of tags within the interrogation zone of reader r ∈ R. Let n r denote the number of tags in the interrogation zone of reader r ∈ R (i.e., n r = |T r |). 
B. Estimation of Number of Tags from a Single Reader
We used the EZB estimator in [10] to estimate the number of tags within the zone of a single reader. EZB used frame-slotted ALOHA MAC and the interrogation vector for estimation. Given the frame size f , the persistent probability p, and the number of empty slots in v r after performing an interrogation process x r , the EZB estimator approximates n r as
It can be shown that the mean and variance of the EZB estimator can be approximated as [10, Theorem 3]
and The EZB estimator can estimate the number of tags within the interrogation zone of a reader. However, it cannot estimate the number of tags which is only within the interrogation zone of a particular reader but not within the zones of neighboring readers. In the next section, we present an exclusive estimator and the MRTE algorithm which can estimate the number of tags exclusively located within the interrogation zone of a reader and the total number of tags in the system, respectively.
III. PROBLEM FORMULATION
In this paper, the goal is to estimate the total number of tags in a field covered by multiple RFID readers. To obtain an accurate estimate of the total number of tags in the system, the number of tags in the overlapped interrogation zones is required in addition to the approximate number of tags in the interrogation zone of each reader. Consider an RFID system in Fig. 1 with two readers r 1 and r 2 , with an overlapped interrogation zone. The total number of tags in the system is equal to either (
In general, for m readers r 1 , . . . , r m ∈ R with overlapping interrogation zones, the total number of tags N in the system is
Note that the order chosen to calculate N has no effect on the final result. Let H r denote the set of neighboring readers of reader r ∈ R. Let W denote a subset of the set of neighbors of reader r (i.e., W ⊆ H r ).
Let n r(W) = |T r \{∪ w∈W T w }| denote the number of tags that are within the zone of reader r but not in the zones of neighboring readers in W. Equation (4) can be used to find the total number of tags N in the system. In the next subsection, we propose an exclusive estimator to calculate the value of n r(W) having the vectors v r and v w for w ∈ W. Then, we present the MRTE algorithm to calculate the total number of tags N using an exclusive estimator.
A. Exclusive Estimator
As mentioned earlier, whenever a tag is given a random seed q and probability p, it selects the same time slot in a frame of size f to transmit. Let Z denote the number of time slots which are nonempty in vector v r , but are empty in vector v w , ∀ w ∈ W. That is, given reader r ∈ R, we have
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For a given time slot l, which is non-empty in v r (i.e., v l r = 1) but is empty in vector v w (i.e., v l w = 0), it implies that at least one tag which is within the interrogation zone of reader r has chosen this time slot and none of the tags which are also within the interrogation zone of neighboring readers w ∈ W has chosen this slot. These time slots are chosen by the tags in the set {T r \{∪ w∈W T w }}. This suggests that the variable Z can be used to estimate the number of tags in set {T r \{∪ w∈W T w }}. Let n W = |{∪ w∈W T w }| denote the number of tags that are in the zones of neighboring readers in W. The following theorem characterizes the behavior of variable Z. Theorem 1. The random variable Z has a binomial distribution with mean μ z for large values of n r(W) and n W :
For large values of f , Z can be approximated by a normal distribution with mean μ z and variance σ 2 z as
The proof of Theorem 1 can be found in Appendix A. Consider z slots are empty in v w , ∀ w ∈ W, and nonempty in v r after an interrogation process. z is a sample of the random variable Z. By equating the expected value (i.e., μ z in equation (6)) and the observed value z of random variable Z, we can estimate the value of n r(W) which is denoted byñ r(W) as
Equation (8) 
The proof of Theorem 2 can be found in Appendix B. In Theorem 2, we assume that there is no error in estimation of n W . We investigate the effect of this error on estimation of n r(W) by simulations in Section IV.
B. Multiple-Reader Tag Estimation (MRTE) Algorithm
In this section, we present the MRTE algorithm to estimate the total number of tags by using the exclusive estimator introduced in Section III-A. Algorithm 1 shows the MRTE Algorithm 1 MRTE Algorithm to calculate the total number of tags in the system by the controller. Determineñ r from (1) and neighboring set H r . 7: end for 8: Initialization: SetÑ := 0, and Γ := {} 9: while Γ = R
10:
Select a reader r randomly from the set R\Γ.
11:
Set W := Γ ∩ H r .
12:
if W = {} 13: SetÑ :=Ñ +ñ r . Set Γ := Γ ∪ {r}. 20: end while 21: end for algorithm. The algorithm is invoked every T time units (Step 1), where T is a system parameter. When the algorithm is invoked, the controller informs the persistent probability p, frame size f , and random seed q to all the readers (Step 2). Each reader r ∈ R then performs the interrogation process and sends the vector v r (described in Section II.A) along with its location information to the controller (Steps 3 and 4). The controller can then estimate the number of tags within the zone of each reader r by using (1) . Based on the communication range of each reader and its location, H r , which is the set of neighboring readers of reader r, can also be determined (Step 6). The subsequent steps (Steps 9 -19) are equivalent to applying equation (4) to estimate the total number of tags. In each step, a reader r is selected randomly from the set R\Γ. The number of tags which is within the interrogation zone of r but not in the zones of subset W is determined by using the exclusive estimator in (8) . The estimated total number of tags N is updated accordingly. The above procedure is repeated until the set Γ is equal to the set of all readers R.
Since the mean of error in estimation of variablesñ r and n r(W) is zero, the mean of error in estimation of the total number of tags is zero as well. The expected value of the variance of estimation error over different runs of algorithm is fixed. For pure random selection of readers, we calculate the expected value of the variance of estimation error over different runs of the algorithm. For reader r ∈ R with |H r | neighbors, let Q r denote the power set of H r . The power set of a set is the set of all subsets of that set. For exclusive estimator which is used to estimate n r(W) , we have W ⊂ H r . Therefore, W belongs to set Q r . During a run of the algorithm, when reader r is selected, depending on the readers which have selected before, the number of tags within zone of reader r
978-1-4244-4148-8/09/$25.00 ©2009 may appear in various forms inÑ . For example it can be either N :=Ñ +ñ r orÑ :=Ñ +ñ r(W) for any W ∈ Q. For set W ∈ Q, the probability thatÑ containsñ r(W) is equal to the probability that all readers in set W are selected before reader r within an algorithm run. Assuming that the reader selection is purely random, this probability is equal to the probability that reader r is selected at kth step of the algorithm multiplied by the probability that all readers in set W are selected before that for k = 1, . . . , |R|. Let P n r(W) denote the probability that n r(W) is appeared inÑ . For reader r and all W ∈ Q r , this probability can be written as:
P (r selected as kth reader))
where
is the probability that from the neighbors of reader r, only readers in W are picked before r and r is chosen as kth reader. When reader r is selected within an algorithm run, with probability P n r(W) , we have W = Γ H r , ∀ W ∈ Q r . The expected value for the variance of the error in estimating the total number of tags can be written as
where σ
is obtained from (10) .
nr which is obtained from (3).
IV. PERFORMANCE EVALUATION
We used MATLAB and developed a discrete-event RFID simulator. The analytical results are validated by comparing them with the results obtained from the simulator. Consider an RFID system with two readers with overlapping interrogation zones similar to one shown in Fig. 1 . The interrogation zone of each reader has a range equal to 15 m. The frame length f is 400 time slots. The tags are randomly deployed in the interrogation zone of the readers. On average, the number of tags in the overlapped interrogation zone is 25% of the total number of tags in the interrogation zone of each reader.
We define the load factor as the number of tags in the interrogation zone of a reader divided by the frame length f . Fig. 2 shows the actual number of tags and the mean of estimated number of tags when the load factor is increased. The mean of estimated number of tags follows the actual number when the load factor is less than 3, 6, and 10 for persistent probability p = 1, 0.5, and 0.1, respectively. These are the upper bounds for the operational range of the exclusive estimator and the approximations used in (9) and (10) . Fig. 3 shows the percentage of error in approximating the variance of the estimation error versus the load factor. The y-axis is |(σ 2 −σ 2 )|/σ 2 × 100%, where σ 2 is the actual variance of the estimator error obtained via simulation and σ 2 is the approximated value from (12) . Results show that the approximation error decreases when the persistent probability p reduces. The approximation error is less than 35%, 10%, and 2% when the load factor is less than two for p = 1, 0.5, and 0.1, respectively.
We compare our proposed MRTE algorithm with two other estimation algorithms: maximum a posteriori tag estimation (MPTE) [11] and EZB [10] algorithms. The extension of the EZB algorithm for systems with multiple readers is introduced in [10] . We use the same approach and extend the MPTE algorithm for multi-reader RFID systems. We consider a twodimensional lattice of RFID readers where the vertical and horizontal distances of neighboring readers are 20 m. The frame size f is 400 time slots. The number of tags in the interrogation zone of each reader is 400. Fig. 4 shows the standard deviation of error in estimation of total number of tags for these three algorithms. It can be seen that the standard deviation of error in MRTE algorithm grows linearly with the number of readers while it increases exponentially in MPTE and EZB algorithms. For systems with small number of readers, MPTE and EZB perform slightly better than MRTE. However, MRTE outperforms these two algorithms when the number of readers is increased.
In the next experiment, the number of tags in the interrogation zone of a reader is varied while the frame size f is fixed. Since all three algorithms give a zero mean of the estimation error, we determine the lower bound of the load factor such that the MTRE algorithm outperforms the MPTE and EZB algorithms in terms of a smaller estimation variance
978-1-4244-4148-8/09/$25.00 ©2009 2 . Fig. 5 shows this lower bound for different algorithms. As an example, results show that when |R| = 5, p = 1, our proposed MRTE algorithm has a better performance than EZB and MPTE algorithms when the load factor is greater than 0.6. The lower bound decreases when the number of readers and number of tags increase in the system. Thus, our proposed MRTE algorithm is scalable.
In the last experiment, given the confidence interval β, we obtain the lower and upper bounds for the load factor such that for any load factor between these bounds, we haveÑ N × 100% ∈ (100% −β, 100% +β) with probability greater than 0.95. These bounds are shown in Fig. 6 where the confidence level β is chosen as 80%, 85%, and 90%, respectively. As an example, for β = 90%, results show that if the load factor is between two curves for the 90% confidence level, then the probability of having an estimated valueÑ within ±10% range of the actual value N is greater than or equal to 0.95.
V. CONCLUSIONS
In this paper, we studied the problem of anonymous cardinality estimation in RFID systems with multiple readers. Each tag only transmits a portion of its ID when it is being queried by a reader. We proposed an exclusive estimator to estimate the number of tags which are exclusively located in the interrogation zone of a reader. We then proposed a multiple-reader tag estimation (MRTE) algorithm which can accurately estimate the tag population anonymously using the query replies among different readers. We derived the probability density function of the estimation error and showed that it can be approximated as a normal distribution with zero mean. The accuracy of the model and the approximations are validated via simulations. For performance comparisons, results showed that the variance of estimation error for our proposed MRTE algorithm increases linearly with the number of readers while it increases exponentially for EZB [10] and MPTE [11] algorithms. APPENDIX
A. Proof of Theorem 1
Let φ h and ψ h denote the event that h predetermined slots are nonempty in v r and empty in v w , ∀ w ∈ W, respectively. Let θ h denote the event that both events φ h and ψ h occur. Since the events φ h and ψ h are independent, we have P(θ h ) = P (φ h ∩ ψ h ) = P(φ h )P(ψ h ),
where P(φ h ) = n r(W)
t=0
(P(φ h | t tags pick these h slots)
× P ( t tags pick these h slots ) ) .
The probability that h time slots are non-empty if t tags choose those slots is as follows [14, p. 92 ]:
P(φ h | t tags pick these h slots) =
